INOJOXEHUE
o 3amuTe mHGpopmManuu B MBOY Pazponunckoii COII nmenun repos Coserckoro Coro3a
®énopa Tromennena

I. O6mue nosoxeHns.

1.1. Hacrosamee Ilonoxxenue paszpaboraHo B pazpaboTaHo B cooTBeTCTBUH ¢ PenepalbHBIM
3akoHOM 0T 27.07.2006 Nel49-®3 (pem. ot 02.12.2019) «O6 wuubpopmanmu, HHOOPMAITHOHHBIX
TEXHOJIOTUSX U 0 3amute nHpopmanuny, OenepanpHpM 3akoHOM OT 27.07.2006 Nel52-®3 (pen. ot
31.12.2017) «O nepcoHanpHBIX NaHHBIX», [locranoBienwem IIpaBurensctBa PO ot 01.11.2012
Nelll9 «OO6 yrBepxnaeHun TpeOOBaHHMH K 3allUTEe NEPCOHAIBHBIX JAaHHBIX NpU uUX 00paboTke B
HHGOPMAIMOHHBIX CHCTEMaX IIePCOHANBHBIX JaHHBIX», [Ipukazom I'ocrexxommccuu Poccuu ot
30.08.2002 Ne282 «CnenuanpHple TpeOOBaHHS W PEKOMEHIAIMH 110 TEXHHYECKOW 3alluTe
KoH(ueHIaTRHOH HHpOpMaMKU» rocyIapcTBEeHHAs TeXHUYecKas komuccusy, [Ipukazom ®CTIK
Poccun ot 18.02.2013 Ne21 (pem. ot 23.03.2017) «O6 ytBepxneHuu CocTaBa W COJEpPIKAHHUS
OPraHU3allHOHHBIX M TEXHUYECKHX MEp IO 00ecreyeHuIo 6e30IIaCHOCTH MEPCOHANBHBIX NTAHHBIX MPU
ux 06paboTke B HHGOPMAITHOHHBIX CHCTEMaX MePCOHATBHBIX TaHHBIX .

1.2. Tlonoxenue perynupyer NOTUTHKY YUpexACHHS 0 OE30IaCHOCTH HH()OPMAITHOHHBIX H
KOMMYHHUKAIHOHHBIX PECYPCOB M TEXHOJOTHH M oOmmi mopsnok oOpalneHHs ¢ IJOKYMEHTaMH,
COZIEpXKALUMHE CIYXKeOHYI0 HH)OPMAITUIO OIPaHUYEHHOT'O PACIIPOCTPAHCHHUS U YCTAHABIHBACT:

- 00BEKTHI 3aIUTHl HHPOPMAIUK U CYOBEKTHI JOCTYIA K HHMOpMAIMu HHOOPMAIIHOHHBIX CHCTEM H
pecypcoB;

- OCHOBHBIE YIpo3bl HH(popMaruonHoit Oe3zomacHoct (nanee — MuHdopMmarmonHas 6e30mMacHOCTE)
MBOVY Pazgomunackoit COIl mmenu reposs Coserckoro Coroza @Dénopa TromenueBa (mainee
YupexnacHue)

- OCHOBHBIE IIPUHIIUIIBI IOCTPOEHHUS CUCTEMBI 3alUTHI HHHOPMAHA Y YPEIKICHHUS

- MepbI, METObI U cpeicTBa obecnieueHus MHpopManmonHas 6€30macHOCTh Y UpeKICHHUS.

1.3. Hacrosmee [lonoxeHnue pa3paboTaHO C LENBbIO YCTAHOBJICHHS HAJISXKAINEro MOpsaKa
paboThl U co3gaHue GE30MACHBIX YCIOBHH TSI OOYYAIOIIUXCS M COTPYAHUKOB YUPEXICHUS, a TaK JKe
HCKJIIOYEHUS! BO3MOXKHOCTU IIPOHUKHOBEHHMS IIOCTOPOHHMX JIMII, BBIHOCA MaTEPHAIBHBIX IICHHOCTEH,
MHBIX HapyHIEHUH OOIIEeCTBEHHOTO MOPSIIKA.

1.4. tannoe IlomoxxeHue  pasMmemmaeTcs Ha O(HIMAIEHOM caiTe YUpexACHHS B
HH(OPMaIIMOHHO-TEJICKOMMYHHUKAIIMOHHOH ceTu « AHTepHETY.

II. O6beKTDI, MOAJIEKAIHE 3AIHTE.

2.1. B Yupexnenun obpabatbiBaeTcss HHPOpMAIUS, COAepKalas CBEACHUS OrpaHUYCHHOIO
pacnpocTpanenus (cinyxeOHas HHGOpMALHSI, TEPCOHANBHBIE TaHHBIC), U OTKPHITHIC CBEACHHUS. 3allATe
MOJUIeKaT Bce MH(OPMAIMOHHBIE CHCTEMBI YUPEXICHHs, HE3aBUCHMO OT HX MECTOHAXOXICHUS,
YUCIIIIIUECS Ha OyXTaITEepCKOM YUeTe Y UpereHusI.
2.2. OcHOBHBIE 0OBEKTHI, IIOJICKAIIIHE 3aAIUTE:
- uHQOPMAIMOHHBIE CHCTEMBI IEepCOHANBHBIX JaHHBIX (nanee — HCIIOH), a Takxke OTKpHITas
(obmenoctynHas) uHboOpMaIHs, HeoOXoauMas st paboThl YUPEXKIACHHS, HE3aBUCUMO OT (HOPMBI U
BHJIa €€ IIPEe/ICTaBICHHS,
- Iporiecchl 00paboTku uHpopMaIuu B HHGOPMAIMOHHBIX CHCTEMAaX YUpeXXIeHUs, HHPOpMaIHOHHEIE
TEXHOJIOTHH, PETIaMEHThI U Mpouenypsl cbopa, 06paboTku, XpaHeHUs U IIepeaadnd HHGOpMAIIIH;
- uHpopMaroHHass HHPPACTPYKTYpa, BKIOYAIONIAs CHCTEMbI 00pabOTKH M aHanu3a HH(popManuy,
TEXHHYECKHEe W IMPOrpaMMHEIE cpeicTBa €€ o0paboTku, meperadyd U OTOOPaKEHHUS, B TOM 4YHCIIE
KaHalIbl HWHPOPMAIIMOHHOTO OOMEHa W TEJIeKOMMYHUKAIlUH, CHCTEMBI H CPEACTBA 3all[UThl
HHpOpMAITUH.

2.3. OcobennocTr 00BEKTOB, IOMICIKAIIMX 3aIUATE:



- 00beIMHEHHE B EIMHYIO CHCTEMY OOJBIIOr0 KOJMYECTBA TEXHHUYECKHX CPEACTB 06pabOTKH H
nepenayn HHGOpMaIumy;

- He0OX0IMMOCTh 0OecTIeYeH s HENPEPHIBHOCTH QYHKIIHOHUPOBAHUS Y UpEXKICHHS;

- BBICOKasl HHTEHCUBHOCTh HH(POPMAITHOHHEIX ITOTOKOB;

- pazHOOOpa3ue KaTeropuii mojIb30Bareek.

III. Hesan u 3aga4n cucTeMbl o0ecneueHus: HHGOPMAIHOHHOMH 6€30I1aCHOCTH.

3.1. CyOmexTsl moctyna K HHGOpMamuy IpH obecrieueHuH HHPOPMALMOHHOM 6e30I1acHOCTH
YupexxieHus SIBISIOTCS
- pabOTHHKH Y4YpexAeHHs, ydJacTByIOIIMEe B HHPOPMAIIMOHHOM OOMEHE B COOTBETCTBHH C
BO3JI0)KEHHBIMH Ha HUX JIOJDKHOCTHBIMH OOSI3aHHOCTSIMU;

- (u3HMYECKHE JIUIA, CBENEHHUS O KOTOPHIX HAKAIUTHBAIOTCS, XpPaHATCA H 0OpabaThIBAlOTCA B
MHGOPMAIMOHHBIX CHCTeMax Yd4pexiaeHus (B COOTBETCTBHH cO cT.14 (DenepalbHOro 3aKoHA OT
27.07.2006 Nel152-®3 «O nepcoHaTBHBIX TaHHBIX »;

- COTPYAHHKH BHEIUHHX OpraHM3alui, 3aHUMAIOMIMXCS pa3paboTKOM, MOCTAaBKOM, PEMOHTOM H
o0city>xuBaHueM 000pyIOBaHHSI WIH HHPOPMAITHOHHBIX CHCTEM.

3.2. IlepeuncieHHbIM CyOBEKTaM AOCTYIA K HHOpMAIKH HEOOXOAUMO 00ECIIEUUTh:

- CBOEBPEMEHHOCTh JJOCTyIIa K HEOOXOTUMOM HM HHPOPMALUH (€€ TOCTYIMHOCTD);

- IOCTOBEPHOCTH (IIOJHOTY, TOYHOCTb, aKTYAIBHOCTD, IIEJIOCTHOCTH) HHPOPMAIIHH;

- KOHOQHUAEHIMAIBFHOCTh (COXpaHEHHE B TaifHe) OmNpeAeeHHOM YacTH HHPOPMAIHH, 3aIUTY OT
HaBs3bIBaHUS JI0XKHOH (HEIOCTOBEpHOM, HCKaXKEHHOM ) HHPOpMAIIHH;

- BO3MOXKHOCTB OCYINECTBJIEHHS KOHTPOJS M YIpaBJIeHHS Iporeccamu oOpabOTKH H Iepeaadd
uH(pOpMaNnH;

- 3aIUTY UHGOpPMAIH OT HE3aKOHHOI'O pacCIpOCTPaHEHUSI.

3.3. Ilensto 3ammurel wHpOpMAIMK, HA AOCTHXKEHHE KOTOPOW HAIpPaBJICHO HACTOSIIEE
[Tonoxenwue, sSBISETCS 3alIUTa OT BO3MOXXHOTO HAHECEHHS CYOBEKTOM JIOCTyla K HHGOpMAaIuu
MaTepHaAIbHOr0, (PU3MYECKOI0, MOPAIHHOTO MM HHOrOo yrepda MOCPEJCTBOM CIyYailHOTO WIIH
IpeTHAMEPEHHOTO BO3JCUCTBUS Ha WHGOPMAIIMIO, €€ HOCHTENH, MPOIECChl 00pabOTKH U IepeaayH.
VYka3zaHHas [eb JOCTHTaeTCs MOCPEACTBOM 00eCIeYeHUsI W IOCTOSIHHOTO TOICP)KaHuUs CIIeTyFOIUX
CBOMCTB HHPOpPMALIHH:

JOCTYMHOCTH ~WHGOpMAalMKA Ul  aBTOPHU30BAaHHBIX CYOBEKTOB JocTtyma (YCTOHYHBOTO
(YyHKIIMOHHPOBAHHUS CHCTEMBI, IIPH KOTOPOM aBTOPH30BAHHBIE CYOBEKTHI JOCTYNa HMMEIOT
BO3MOXXHOCTB IOJTy4eHHsI He0OX0quMOoi HHGOpMAITUN);

- IEJOCTHOCTH M ayTeHTHYHOCTH (TIOJATBEpXKICHHE aBTOPCTBA) HHGPOpMAIMUM, XpaHUMOH U
obpabaTtsiBaeMoii B ccTeMax YUpexIeHHs U IepelaBaeMot 110 KaHajlaM CBSI3H;

- KOH(QHUAEHI[HAILHOCTH — COXpPaHEHHs B TaifHE OINpeneIeHHOW YacTH HH(OpMAIMH, XpaHUMOM,
obOpabaThiBaeMOil H IepelaBaeMoOil IO KaHajdaM CBsi3H. HeoOXoaumsblii ypoBEHB IOCTYIHOCTH,
IEJIOCTHOCTH W KOHGHUASHIHAIFHOCTH HHpOpMaruu obecreynBaeTcss METONAMH M CPEICTBAMH,
COOTBETCTBYIOITUMH MHOXXECTBY 3HAYMMBIX YI'PO3.

3.4. OcHoBHBIE 3aJa4yM CHCTeMBI obOecredeHuss uH(popmarmoHHOW Oe3zonmacHocTh. [
JIOCTH)KEHUS OCHOBHOM II€JHM 3alllUThl M OOeCledeHHs YKa3aHHBIX CBOMCTB HH(GpOpMalMU CHCTEMA
uHpOpMaIHOHHAs 0€30MaCHOCTH TO/DKHA 00ecIIednBaTh PEHICHHE CIEAYIOIUX 3a1ay:

- CBOEBPEMEHHOE BBISBJIEHHE, OIEHKA M IPOTHO3MPOBAHME HCTOYHHKOB Yrpo3 HH(OpManuoHHOH
0€30IIaCHOCTH, MPHYAH W  YCJOBHii, CHOCOOCTBYIOIIMX HaHECEHHIO ymepba cyOBeKkram
HH(POPMAIHOHHBIX OTHOIIEHHUI, HAPYIIEHHIO HOPMaJIbHOIO QyHKIIHOHHPOBAHUS CHCTEM;

- CO3/laHHE MEXaHH3Ma OIIEPaTHBHOIO pearnpoBaHus Ha Yrpo3bl 6€30I1aCHOCTH HHPOpMALUH;

- CO3/aHHE YCIIOBHH JUIi MHHAMH3AUHA W JIOKATH3AIMH HAHOCHMOIO yIlepba HEelpaBOMEPHBIMU
JEHCTBUAMH (U3MYECKHX W IOPUANYECKHX JIHI, OClabjeHHe HEraTHBHOIO BIIMSAHUSA WM JIMKBHIAIIASL
[IOCJIEICTBH HapyIIeHus 0e30IacHOCTH HH(pOpMAIIH;

- 3aIMTY OT BMEIIATEILCTBA B Mponece GyHKIMOHUPOBAHHS CUCTEM Y UPEIKACHHS TOCTOPOHHUX JIHIT
(moctyn Kk WHGOPMAMOHHBIM pecypcaM JO/DKHBI HMMETh TOJIBKO 3aperHCTPUPOBAaHHBIC B
YCTAHOBJIEHHOM IMOPSAKE MOJIb30BaTEIIH);

- pasrpaHHYeHHE JOCTYIIA MOJIb30BaTeNel K HHPOpMalMOHHEIM, alllapaTHbIM, IPOrPAMMHBIM ¥ HHBIM
pecypcam - obecriedueHne JOCTyIa TOJIBKO K TeM pecypcaM H BBHINOJHEHHS TOJBKO TeX ONeparui ¢



HHMH, KOTOPHIE HEOOXOMMMBI KOHKPETHBIM IIOJIB30BATENSIM JUIS BBITOJHEHHS CBOHX CIIyKEOHBIX
0043aHHOCTEI];

- obecrneuenre ayTeHTH(QUKAIMH IOJB30BaTeel, yYaCTBYIOIMUX B HHGOPMAIMOHHOM OOMEHE
(ToaTBEepXKICHHE ITOATHHHOCTH OTIIPABUATENS U IOJIydaTess HHGOPMAIiH);

- 3alMUTy OT HECAHKIIMOHHWPOBAHHON MoAM(UKANUM HCHOIB3YEMBIX B CHCTEMAaxX IpPOTrpaMMHBIX
CPeACTB, a TakKXe 3allUTy CHCTEM OT BHEAPEHHS HECAaHKIMOHHPOBAHHBIX IPOTpaMM, BKIIIOYas
KOMIIBIOTEpHBIE BUPYCHI;

- 3aIMUTY HH(POPMAIIUU OT YTEUKH IO TEXHUYECKUM KaHayiaM IIpu ee 00paboTKe, XpaHEeHUH U Iepeade
10 KaHaJaM CBS3H.

3.5. OcHOBHBIE IIyTH pelIeHUs 3aJad CHCTEMBI HHGPOpPMAIMOHHONH O€30IacHOCTH
Yupexnenus. OcHoBHBIE 1Eenn ofecmedeHus HHGOPMAUOHHOW O€30IaCHOCTH M pPELICHUE
MIEPEYHCIICHHBIX BHIIIE 33/1a4 TOCTUTAIOTCS:

- y9€TOM BCeX MOJIEXKAIIUX 3aIuTe HHPOPMAITHOHHBIX CUCTEM Y UpEXKICHHUS;

- y4€TOM NEHCTBHIA IepCOHaa, OCYIIECTBIISIOIET0 00CIy)KUBaHHE U MOAU(UKALMIO IPOrPaMMHBIX H

TEXHUYECKHUX CPEJICTB KOPIOPAaTUBHON HH(GOPMAIIMOHHON CUCTEMBI;

- TIOJIHOTOHM, peaJlbHOW BBIIOJHUMOCTHIO W HENPOTUBOPEYMBOCTHIO TpeOOBaHMM JIOKAJIBHBIX

HOPMAaTHUBHBIX aKTOB Y UpeKJIEHHS 110 BoIIpocaM obecnieueHust HHQOpMaIMOHHONH 6€3011acHOCTH;

- IOATOTOBKOM TOJDKHOCTHBIX I (paOOTHUKOB), OTBETCTBEHHBIX 332 OPTaHU3AINIO

U OCYIIECTBJIEHHE IPAKTUIECKIX MEPOIPHUATHH 110 obecnieueHnIo HH(POpMaOHHOH 0€3011acCHOCTH;

- HaJIeleHueM KaXXJIoro paboTHUKa (TIOIB30BaTeNsl) Y UpeXICHUsI MUHUMAIBPHO HEOOXOMUMBIMU IS

BBIIOJIHEHUS UM CBOMX (YHKIMOHAJNBHBIX OOS3aHHOCTEH IOJHOMOYMSMH IIO JOCTyIy K

UH(OPMANMOHHBIM pecypcaM Y UpeskIeHuUs;

- YeTKHUM 3HAHHEM M CTPOTHM COOJIOJEHHWEM BCEMHU IIOJH30BATEISIMH HH(GOPMAIMOHHBIX CHCTEM

VYupexxaenus: TpeOOBaHUN JIOKAIBHBIX HOPMATUBHBIX aKTOB Y UPEXIEHHUS 110 BOIIpocaM 0OecredeHus

uH(pOpPMAIOHHON 6€30I1aCHOCTH;

- IepCOHAIBbHON OTBETCTBEHHOCTHIO 3a CBOM JAEHCTBHS KaXI0ro pabOTHHKA, B paMKaX CBOHUX

(GYHKIMOHABHBIX 0053aHHOCTEW UMEIOIIET0 JOCTYN K HH)OPMAITMOHHBIM pecypcaM Y upexIeHus;
HENpPEepHIBHBIM  TNOJJEpPXKaHHEeM  HEoOXOIUMOrO  YPOBHS  3AIMIICHHOCTH  DJIEMEHTOB

HH(POPMAITHOHHBIX CUCTEM Y UpEXKICHHS,

- IPUMEHEHHEM IPOrpaMMHO-ANMapaTHBIX CPEICTB 3allUTHl HHGOPMALMM H HENpPEepBIBHOM

aJIMAHUCTPAaTUBHOHN MOIIEPKKOH UX HCIOIB30BaHMUS;

- 90(deKTUBHBIM KOHTPOJIEM HaJX COONIONEHHEM IIOJIb30BaTeIIMH HH()OPMAIMOHHBIX DPECYpPCOB

Vupexxnenus TpeboBaHuii 1o odecnedeHno HHHOPMAIIHOHHONW 0€30MaCHOCTH.

IV. OcHoBHBIE YIrpo3bl HH(pOPMAIIHOHHOM Ge30macHOCTH YUpekaeHHs.

4.1. CymectByeT 1Ba Bua yrpo3 HH(GpOpPMAIMOHHOM 0€301aCHOCTH:
- HCKYCCTBEHHBIE — YTPO3bI, BEI3BAHHEIE JIEATEIHLHOCTHIO YEJIOBEKa;
- €CTECTBEHHBIE — YTPO3bI, BEI3BAHHBIE BO3IEHCTBUAMU Ha MHGOPMAIUOHHYIO CHCTEMY U €€ JIEMEHTHI
OOBEKTHUBHBIX (U3NYECKUX IMPOIECCOB TEXHOTEHHOTO XapaKTepa WIA CTUXHWHBIX MPHPOTHBIX
SIBJICHUH, HE 3aBUCAIINX OT YeJIOBeKa.

4.2. Haubonee 3HAaYMMBIMU Yrpo3aMd HHGOPMAIMOHHONW O€30MacHOCTH  YUpeKIeHUs
(crmocob6aMu HaHeceHUs yuiepoa cyObpekTaM HHGOPMAIIMOHHBIX OTHOIIEHUH) SBJISIOTCS:
- HapylmeHue (YHKIMOHAJIBHOCTH KOMIIOHEHTOB HH(OPMAIMOHHBIX CHCTEM YUpexIeHus,
OJIoKHpoBaHHE HWH(POPMALMH, HAPYIIEHHWE TEXHOJOTHMYECKUX IIPOIIECCOB, CPHIB CBOEBPEMEHHOTO
pelleHus 3a/1ay;
- HapylleHHE LEJIOCTHOCTH (MCKaXeHHe, IOAMEHa, YHHYTOXEHWE) HH(POPMAIMOHHBIX PECYpCOB
Vupexnenus, a Taxxe panbcupukanus (oaneika) T0KyMeHTOB;
- HapyllleHue KOH(QUIECHIMAIBHOCTH (pa3TJlalleHue, yTeuka) IepCOHAIBHBIX JaHHbIX.

4.3. OCHOBHBIE HCTOYHUKH YIpo3 HHPOPMAIIMOHHOM 6€30MaCHOCTH Y UPEKICHHUS:
- HepeHaMepeHHbIe (OIMuO0YHbIe, CIyJaiiHble, 6€3 3]I0r0 yMBICIa U KOPBICTHBIX I[eJiei) HapyIeHus
YCTaHOBJIEHHBIX PETJIAMEHTOB cOopa, oOpaboTku W mepenayn HHPOPMALUHU, a TaKKe TpeOOBaHUU
O6e3zomacHOoCTH HHGOpMaNMM U Jpyrue JeHCTBUS IOJib3oBareNieli WHGOPMAIMOHHBIX CHCTEM
VYupexnenus (B TOM uucie paOOTHHKOB, OTBEYAIOIMUX 3a OOCIy)XHBaHHE W aJMUHUCTPUPOBAHHE



3JIEMEHTOB MH()OPMAIMOHHBIX CHCTEM), NPHBOJNINE K HENPOM3BOAUTEIBHBIM 3aTpaTaM BPEMEHH M
PECYpCOB, pasriallleHUIO CBEICHHH OrPaHMYEHHOr0 PAaclpOCTPAHEH s, TIOTepe LEHHOM HH(pOpMaIuu
WM HapyIIEeHUIO paboTOCIIOCOOHOCTH 3JIEMEHTOB HH(POPMAIIHOHHBIX CHCTEM;
- IpeTHAMEPEHHBIE (B KOPBICTHBIX LENSX, IT0 MPHHYXACHUIO TPETHUMH JIUIIAMH, CO 3JI6IM YMBICIOM U
T.IL.) ACUCTBHSA JIETAJIHHO JOMYIIEHHBIX K HH(POPMAIIMOHHBIM pecypcaM YUpeKIeHHs MOJIb30BaTeNeH
(B ToM umcile paGOTHHKOB, OTBEYAIOIIMX 3a OOCIY)XMBAaHHE W AJIMHHHUCTPHPOBAHHME DIIEMEHTOB
HHQOPMALMOHHBIX CHCTEM), KOTOpPBIE HPHBOISIT K HEINPOM3BOJUTEIBHBIM 3aTparaM BpPEMEHH H
pecypcoB, pasrjalleHUIO CBEACHUH OrpaHHYEHHOr0 PacIpOCTpaHEHHs, MoTepe MEHHON HHpOopMaIHu
WM HapyIIEHHIO PabOTOCIIOCOOHOCTH IEMEHTOB HH(POPMAIIMOHHBIX CUCTEM Y UpEKICHHUS,
- YAAJIEHHOE HECAHKIIMOHMPOBAHHOE BMEIIATEIHCTBO MOCTOPOHHUX JIMI[ M3 BHEIIHHUX CeTeil 00IIero
Ha3HaueHMs (TIpeXxJe BCero depe3 ceTh VIHTepHET), depe3 JerajbHble U HECAHKIMOHUPOBAHHEIE
KaHaJIbl OJKIIIOYEHHUS K TAKHM CETSIM, UCIOJIb3Ysl HEOCTATKH IIPOTOKOJIOB OOMEHA, CPEJCTB 3aIllUThI
Y pa3rpaHUYeHus YIaJCHHOIO I0CTyNa K HHPOPMAIMOHHBIM Pecypcam;
- OomuOKH, JOIMyIIEHHBIE IPU pa3paboTKe BIIEMEHTOB WHPOPMAIMOHHBIX CHCTEM YUPEKICHHS U UX
CHCTEM 3alIMTHL, OIUOKH B IPOrPaMMHOM O0O€CTIE€YeHUH, OTKA3bl U COOM TEXHUYECKUX CPEICTB (B TOM
YHCIIE CPEJICTB 3alUTHI HH(POPMAITUN);
- TEXHUYECKHE cOOU 37I€MEHTOB HH(POPMAITMOHHEIX CHCTEM.

4.4. ITytu peanu3zauu yrpo3 HHGOpMaIMOHHON 0€30MMacHOCTH Y UpEXkKICHHUS.

4.4.1. Ilytm peajm3anuu HeENpeIHAMEPEHHBIX HCKYCCTBEHHBIX YIpo3 HH()OPMAIHOHHOM
6e30macHOCTH YUpexaeHusl.

PaGotHukm  VYupexxaeHus,  SBLSIOIIMECS  aBTOPU30BAaHHBIMH  CyOBEKTaMH  JOCTyIa
HHQOPMAlMOHHBIX CHUCTEM, a TakXe paOOTHHKH, OOCITYXHBAIOIIAE OTIENbHBIC 3JEMEHTHI
HHOOPMAIIMOHHBIX CHCTEM, SBJIIOTCS BHYTPEHHHMMH HMCTOYHHKAMH CIIyYalHBIX BO3ICHCTBHIA.
OcHOBHBIE IIYyTH peaJu3allid HENPEeJHAMEPEHHBIX HMCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIrpo3
uHpopManuoHHOU Oe3omacHOoCTH YUpexxaeHHs (IeHCTBHS, COBEpIIaeMble JIIOJbMH CIIy4aiiHO, IO
HE3HAHMIO, HEBHUMATEIFHOCTH WJIN XaJaTHOCTH, U3 JTFOOOMBITCTBA, HO 0€3 3JI0r0 yMEICIIA):

HEOCTOPOXKHBIE ~ JEUCTBUS, NPUBOAANIME K YAaCTUYHOMY WJIH IIOJIHOMY HapyIIeHHIO
(YHKIIMOHAIEHOCTH 3JIEMEHTOB HH(OPMAIIMOHHBIX CHCTEM Y UpEXICHHS;

- HEOCTOPOXXHBIE JEeHCTBUS, TNPUBOASAIIME K pasMIallleHHI0 HHQPOPMAIMd OrpaHHYEHHOrO

pacrpoCTpaHeHHsI WM JeJatoIiye ee o0IeI0CTyHOM;

- pasriamieHde, MepeJada WM yTpara aTpuOyTOB pasrpaHHueHHs JocTyna (KIroded (JIOTMHOB),

mapoJie, KIIFOUeBbIX HOCUTENEH U T. I1.);

- ITHOPUPOBAHKE YCTAaHOBJIEHHBIX MIPaBII IIpH paboTe ¢ HHPOPMATMOHHBIMU PECYPCAMHU;

- MPOEKTHUPOBAaHUE AITOPHUTMOB OOpabOTKH MAaHHBIX, pa3paboTka MPOrpaMMHOI0 OOecreueHus c

BO3MOKHOCTSIMH, TIPEACTABJISIONAME OMACHOCTH I (PYHKIIMOHUPOBaHHS MH(POPMAIMOHHBIX CUCTEM

¥ “HGHOPMAIUOHHON GE30MIaCHOCTH Y UpeXICHNUS;

- IepechUTKa HHPOPMAIUU M0 OITHOOYHOMY 3JIEKTPOHHOMY ajpecy (yCTpOHCTBa); BBOJ OIIMOOYHBIX

JTAaHHBIX;

- HEOCTOPOIXKHAS TIopYa HOCHUTENEH HHpOopMaIy;

- HEOCTOPOXKHOE TIOBPEXKICHNE KaHAJIOB CBA3H;

- HENpaBOMEPHOE OTKJIIOYeHHEe O00OpyNOBaHHMS HIIM H3MEHEHHE pPEXHMOB pPabOTHI 3JIEMEHTOB

HH(POPMAIIMOHHBIX CHCTEM;

- 3apaKeHNe KOMIIBIOTEPOB BUPYCaMU;

- HECAHKI[MOHMPOBAaHHBIM 3alMyCK TEXHOJIOTHYECKHX IIPOrpaMM, CIOCOOHBIX BBI3BAaTh IIOTEPIO

pPabOTOCIIOCOOHOCTH SIIEMEHTOB MH(GOPMAI[MOHHBIX CHCTEM MM OCYIIECTBISIOMHUX HEOOpaTuMbIE B

HUX H3MeHeHHs ((popMaTHpoBaHHME WM PECTPYKTYPH3aLUIO HOCHUTENEH HMHQpOpMalMM, yAaleHue

JTAHHBIX);

- HEKOMIIETEHTHOE MCII0JIb30BaHMe, HAaCTPOHKa MIIM HEIIPABOMEPHOE OTKIIIOYEHHE CPEZCTB 3alllUThL.
4.42. ITlyra peanu3anuu TpeJHAMEPEHHBIX HCKYCCTBEHHBIX (CyOBEKTHMBHBIX) YyIpo3

rH(POpMAIIHOHHON 0€30IaCHOCTH.

OCHOBHEIE BO3MOXXHBIE IIyTH YMBIIUICHHOM Je30praHu3alud palboThl, BBIBOJA 3JIEMEHTOB
HHGOPMAIMOHHBIX CHCTEM M3 CTPOs, HECAHKIMOHMPOBAHHOro JocTyma K wuH(popmamuu (C
KOPBICTHBIMH LIEJIAMH, [0 IPUHYXICHHIO, U3 JKEeJTaHUI OTOMCTHTD):



YMBIIUICHHBIE ~ JEHCTBHS, MPHUBOJAIIME K YACTUYHOMY HJIM  IIOJIHOMY  HapyIICHHIO
(GYHKIIMOHAJIBHOCTH 3JIEMEHTOB MH()OPMAITMOHHBIX CUCTEM Y UPEXKICHHS;
- JEeHCTBHS MO JAe30praHu3aluy (QYHKIHOHHUPOBAHUS HHGOPMAIIMOHHBIX CHCTEM YUpEXICHHS,
XHINEHHE JJIEKTPOHHBIX JIOKYMEHTOB W HOCHTeneidl uH(pOpMaluy; HECaHKIMOHUPOBAaHHOE
KOIIHPOBAHHE 3JICKTPOHHBIX JOKYMEHTOB U HOCHTeNeH nHdopmaIumy;
- YMBIIIJIEHHOE HCKa)KeHUE HH(OpPMAIHH, BBOJI HEBEPHBIX TaHHBIX;
- OTKJIIOYCHHWE WM BBIBOJ M3 CTpOs HojcHcTeM olecrneueHus (GYHKIMOHHUPOBAHHS 3JIEMEHTOB
HH()OPMAIIMOHHBIX CHUCTEM (DJIEKTPOIHUTAHMS, OXJAXACHUS W BEHTWIAIUHU, JUHUN M amnmaparypsl
CBSI3K);
- IepexBarT JJaHHbIX, IepeJaBaeMbIX 10 KaHajIaM CBSA3H U X aHAJIU3;

HE3aKOHHOE IIOJIy4eHHe aTpuOyTOB pasrpaHHUYeHHs JocTyna (MCHOJB3ysS  XalaTHOCTh
MoJIb30BaTeNel, MyTeM MOJIENKH, Toa00pa mapois);
- HECaHKIHMOHHPOBAaHHBIM JOCTYym K pecypcaM HHGOPMAIMOHHBIX CHCTEM C pabouux CTaHIUHI
aBTOPH30BAHHBIX CYOBEKTOB JIOCTYIIA;
- XUIIIEHNE WIH BCKPITHE MUGPOB KPUIITO3AIMUTHI HHPOPMAIIUH;
- BHEJpEHHE allapaTHbIX M MPOTrPaMMHBIX 3aKJIAOK C IEJIbI0 CKPHITHO OCYIIECTBIATH NOCTYI K
HHQOpPMAlMOHHBEIM  pecypcaM WM Je30praHu3aldd  (QYHKIMOHUPOBAHHUS  3JIEMEHTOB
UHGOPMAIIMOHHBIX CUCTEM Y UPEXKICHHUS;
- HE3aKOHHOE€ HCIIOJIb30BaHHE JJIEMEHTOB MH(POPMAIIMOHHBIX CHCTEM, HapyIarollee IpaBa TPETbUX
JIVILT;
- IpUMEHEHHUe MOJACITYINUBAIOMIUX YCTPOUCTB, (OTO M BUAECO ChEMKa ]ISl HECAHKIMOHHUPOBAHHOIO
cheMma uHpopMaIu.

4.5. ITyTu peau3alui OCHOBHBIX €CTECTBEHHBIX YIpo3 HH()OPMAIIMOHHOM 6€30I1aCHOCTH
- BBIXOJ W3 CTpOsi 00OpYyIOBaHUS HH(POPMAIMOHHBIX CHUCTEM H OOOpYyIOBaHUS OOECIIEUECHHS €ro
(GYHKITHOHHPOBAHUS;
- BBIXOJ] U3 CTPOSI MJIK HEBO3MOXXHOCTh MCIIOJIb30BAHMS JIMHHH CBS3H;
- IOKaphl U CTUXUIMHBIE OECTBUS.
4.6. Moznenb BO3MOXHBIX HapyIIUTENEH.

4.6.1. Tunel HapymUTENEH:

C ydeToM KaTeTOpUH JIUI], MOTHBAIIUH, KBATH(PHUKAIIUH, HATHYIHS CIIEIUATBHBIX CPEJCTB:

HexoMmeTeHTHBI (HEBHUMATENBHBIN) IOJNB30BaTeNlb — pabOTHUK — YupexaeHus (Wiu
NOJIpa3JieNIeHNs BHEITHEH OpraHu3alliy, 3aHUMAIOIIEHCs 00CTyKUBaHHEM HH(POPMAIHOHHBIX CHCTEM
YupexaeHust), MpeANPUHUMAIONNI IONBITKA BBITIOJHEHUS 3allpeleHHbIX JeUCTBHi, JocTyma K
3alUIIaeMbIM pecypcaM HHGOPMAIMOHHBIX CHCTEM C IPEBHIIIEHHEM CBOHX IIOJHOMOYHI, BBOJA
HEKOPPEKTHBIX JAHHBIX, HAPYIIEHUs MPAaBUJ U pErJaMeHTOB paboThl ¢ mHGopMaluel, JefcTBys 1o
omubOKe, HEKOMIETEHTHOCTH WIA XaJaTHOCTH 0Oe3 yMBICTa M HCIIOJIB3YIOIIHA IPH 3TOM TOJBKO
INTaTHBIE CPEJCTBA;

Jroburenr — paboTHUK  YupexnaeHus (WM TOApa3JeicHUs BHEIIHEH OpraHHu3alldy,
3aHMMAoIeNcs o0cIy)KUBaHHEM MHGOPMALIMOHHBIX CHCTEM YUpEXICHHUS), MBITAIONIHIACS HAPYIIUTh
CHCTEMY 3aIIUTHI 6€3 KOPHICTHBIX IIeJIeH, YMBICIIA MK JJIS1 CAMOYTBEPIKACHHU.

IIpy 3TOM HCHOIB3YIOTCS pa3IUYHBIE METOABI IMOIYYCHHS IOIOJTHHTEIBHBIX ITOTHOMOYHIA
JocTylla K pecypcaM, HEIOCTaTKH B IIOCTPOECHHUU CHUCTEMBI 3aIMUTHI U JIOCTYIHBIC €My INTaTHBIC
cpencTBa (HECAHKIIMOHHPOBAHHBIE NEMCTBUS IMOCPEICTBOM IPEBHIINICHUS CBOMX ITOJIHOMOYMI Ha
HCIIOJIb30BAHME DA3PELICHHBIX CPEJCTB), HEINTAaTHBIE HHCTPYMEHTAIbHBIE M TEXHOJIOTHYECKHE
IPOrpaMMHBIE  CPEICTBA, CaMOCTOSTEIBHO pa3pabOTaHHBIE MPOTPAaMMBI HJIM  CTaHIapTHHIE
JIOTIOJTHUTEIIbHBIE TEXHUYECKHE CPe/ICTBA.

BHyTpeHHHUIT (BHEIIHUI) 37I0YMBIIIICHHUK - aBTOPH30BAHHBIN CYOBEKT H0CTyIA (IIOCTOPOHHEE
JIMIO) JEHCTBYIOIMU IeJICHANPaBICHHO (B TOM YHCJIE B CrOBOPE C JIMIIAMH, HE SBJISIOIIAMHUCS
paboTHHKaMu YupexnaeHus). [Ipu 3ToM HCIOIb3yIOTCS METOABI H CPEACTBA B3JI0MA CHCTEMBI 3aIlUTH,
BKJIIOYas areHTypHBIE METOBI, ITaCCHBHBIE CPEACTBA (TEXHHYECKHE CPeJCTBa IepexBaTa), METOAbI U
CPEICTBAa aKTUBHOIO BO3JEHCTBUS (MOAMGUKALUI TEXHHUUYECKHUX CPEJCTB, MOIKIIOYCHHE K KaHaJaM
mepefadyd JAaHHBIX, BHEAPEHHE MPOrpaMMHBIX 3aKJaJOK H HCIOJb30BaHHUE CIEIHATBHBIX
MHCTPYMEHTAJIbHBIX M TEXHOJIOTMYECKUX INPOrpaMM), a Takke KOMOWHAIIMM BO3JACHCTBHM, Kak
U3HYTpPH, TaK U U3BHE Y UPEIKICHHUS.



4.6.2. BuyTpeHHUE HApYIIUTEIIH:

BHyTpeHHUM HapymHTeleM MOXET OBITh JMIO0 M3 CJICAYIONIMX KaTeropuii pabOoTHHKOB
YupexneHus:
- 3apETMCTPHUPOBAaHHBIE IIOJNB30BATENM U IEPCOHAN, OOCIY)XUBAIOIIMA TEXHHYECKHE CpEACTBA
UH(GOPMAIMOHHBIX CHCTEM Y UpEXKICHHUS,
- pabOTHUKH, B TOM YUCJIE€ PYKOBOIUTEIH, HE SBIIAIOMINECS 3aPETUCTPHPOBAHHBIMU OJIb30BATEIAMH U
HE JONyIIEHHBbIE K MHGOOPMalMOHHBIM pecypcaMm YUpexICeHUs, HO HMEIOIIUE JOCTYI B 3[JaHUS U
MTOMEIIEHNUST;
- paOOTHHMKH, B TOM YHCJIE PYKOBOIMTEIHM, 3aIeHCTBOBAaHHBIE B pa3pabOTKE M COIPOBOXKICHUH
IPOrPaMMHOT0 00eCIIeUeHHSI.

4.6.3. BHenraue HapyIIUTEH:

BHemHuM HapynmmTeaeM MOXET OBITh JIUIO U3 CISAYIOIUX KaTerOPHii:

- paboTHUKY Y4UpexIeHUs, C KOTOPBIMH IpeKpaIieH (pacTOPrHyT) TPYIOBOM JIOTOBOP;
- NPEACTABUTENH BHEIIHUX OPraHu3alui, 3aHUMAIOIIUXCS pa3pabOTKOH, MOCTaBKOH, PEMOHTOM H
00cITy)KUBaHHEM 2JIEMEHTOB HH(POPMAIIMOHHBIX CHCTEM;
- WIECHBI IPECTYIHBIX OpraHu3aIuii WK JIuIa, IeHCTBYIOIIHE M0 UX 3aJJaHHIO;
- JIMA, CJIy4alHO WJIM yMBIIUIEHHO IPOHUKINIYE B JIOKAJIBHYIO BEIYUCIUTEIBHYIO CETh Y UPEXKICHUS U3
BHEITHUX TEJICKOMMYHHKAIMOHHBIX CeTeH (XaKephl);
- aJJMHUHHCTPATOPhl aBTOMATU3UPOBAHHBIX CUCTEM Y UpEXICHUS, UMEIOIIE HEOTPaHNYCHHBIA JOCTYII
K UHOOPMAaIlMOHHBEIM pecypcaM KOMIIOHEHTOB KOPIOpPATHBHON HHGOPMAIIMOHHONM CHCTEMEL
AIIMUHUCTpPATOpPhl aBTOMAaTU3UPOBAHHBIX CHCTEM MOTYT OTHOCHTBCS KaK K BHEIIHMM, TaK M K
BHYTPEHHUM HapyIIUTEISIM.

4.7. Vteuka uHQOpManMKM MO TEXHUYECKMM KaHayiaMm. IIpd mpoBeleHHM MEpPONPHATHH H
SKCIUTyaTallil TEXHUYECKUX CPEZCTB YCTAHABIMBAIOTCS CIEAYIOIINE KaHAIbl YTEUKU WM HapyIICHHUS
LEJOCTHOCTH HHPOPMALUH, HAPYIIECHUS pab0TOCIOCOOHOCTH TEXHUUECKHIX CPEICTB:

- MOOOYHBIE SJEKTPOMArHUTHBIE H3ITydyeHUs WHGOPMATUBHOTO CHUTHAJA OT TEXHHUYECKHX CPEICTB
VYypexaeHus U IUHUN nepenayu nHopManmmy;

- HaBOJAKM HH(OPMATUBHOIO CHUTHaANIA, 0O0pabaThIBa€MOro TEXHUYECKMMM CpPEJICTBAMHU JIOKAJIbHOMH
BEIYHCIUTEIIHOM ceTH YUpexIeHUs, Ha IPOBOIA U JIMHUH, BBIXOISINUE 32 IPEIEBl KOHTPOIUPYEMOit
30HBI YUPEXICHHUS, B T.4. Ha IENH 3a3¢MJICHUS U 3JIEKTPOIIUTAHUS;

- DJIGKTPUYECKHE CHUTHAJBl WM PaIdOM3IydeHHs, OOYCJIOBIECHHBIE BO3JECHCTBHEM Ha CpPEICTBA
nepenayr HHGOpPMaIUd BEICOKOYACTOTHBIX CHUTHAJIOB, CO3/IaBa€MbIX C IIOMOIIBIO pa3BeAbIBATEIHHOM
anmaparypsl, o 3QUpy U MpOoBOAaM, JTUOO CUTHAIIOB MPOMBIIUIEHHBIX PaAMOTEXHUUECKUX YCTPOMCTB
(pamuoBeaTeNIbHEIE, PAAHOIOKAIIMOHHBIC CTAHIIMH, CPEJICTBA PAIUOCBSI3HU U T.I1.), U MOAYJISIIIUEH UX
HH)OPMATUBHBIM CUTHAJIOM;

- aKyCTHYeCKOe H3JIyueHHe WH(POPMATHBHOTO PEUEBOr0 CHUTHAJIA WM CUTHaJA, OOYCIIOBICHHOTO
(GYHKIIHOHHPOBaHNEM TEXHUYIECKUX CPEICTB 00pabOTKH NHGOPMAIHH;

- JJIEKTPUYECKUE CUTHAJIBI, BO3HUKAIOIINE ITOCPEICTBOM IpeoOpa3oBaHus MHGOPMATUBHOIO CUTHANIA
U3 aKyCTHYECKOTO B DIICKTPHUYECKHU 3a c4eT MUKpOGOHHOro 3(deKTa U pacnpoCTpaHSIOMHUEC I10
[IPOBOJIAM M JIMHUSM Iepeadyd UHGOpMaIUHY;

- BHUOpalMOHHbIE CHTHAIbI, BO3HHKAIOIME IOCPEICTBOM IIpeoOpa3oBaHUs HMHGOPMATUBHOTO
aKyCTHYECKOTO CHTHala IpU BO3JCHCTBHM €r0 HA CTPOHMTENbHBIE KOHCTPYKUMH M HHIKECHEPHO-
TEXHHYECKHEe KOMMYHHKAIIUU BBIJIEJICHHBIX TIOMEIEHUH;

- BO3JEHCTBME HAa TEXHUYECKHE MM MPOTPaMMHBIE CPEICTBA B LENAX HApPYyIICHUs LEIOCTHOCTH
(YHHYTOXEHMSI, HCKaxKeHHs) HH(PopMaiuu, pabOTOCHOCOOHOCTH TEXHUYECKMX CPEICTB, CPEICTB
3aIMUTE HHGOPMAIMH, aIpECHOCTH ¥ CBOEBPEMEHHOCTH HMH(GOPMalMOHHOTO OOMEHa, B TOM YHCIIE
DIEKTPOMAarHUTHOE, Yepe3 CIENHATbHO BHEIPEHHBIE OJIIEKTPOHHBIE W IPOTpaMMHBIC CpEICTBa
(«3aKIagKu»);

- mepexBaT MHG)OpPMAIUK WM BO3AEHCTBHE HAa HEE C MCIOJb30BAHMEM TEXHMYECKUX CPEICTB MOXKET
BECTHChH HEMOCPEACTBEHHO U3 3[@HWi, PAcIOJOKEHHBIX B HEIOCPEICTBEHHOH GIM30CTH OT 00BEKTa,
MeCT BPEMEHHOTO MpeObIBaHus, 3aHHTEPECOBAHHBIX B MepexBare MHPOpMalUK WM BO3JICHCTBUH Ha
Hee JIMI[ IPH HOCEIIEHHH UMH YUPEXKICHHS, a TaKKe C MOMOINBIO CKPBITHO YyCTaHABIWBaECMOU
ABTOHOMHOM aBTOMAaTH4ECKOH amnmaparyphl.



V. OcHoBHbBIE NPHHIHNBI MOCTPOCHUSA CHCTEMBI 3alIIHTHI I/IH(l)OpMaIII/II/I.

ITocTpoeHHE CHCTEMBI 3aIUTHl HHPOPMAUUH YUpeXAECHUS U ee (QyHKIMOHMPOBAHHE JOJDKHBI

OCYIIECTBIIATHCS B COOTBETCTBHH CO CIIEIYIOIUMH OCHOBHBIMHM IIPHHIIUAIIAMH
5.1. 3aKOHHOCT®.

[IpenmonaraeT OCYIIECTBICHHE 3allUTHBIX MEPONPUATHH U pa3pabOTKy CHCTEMBI 3alllUThI
uHGoOpMaIE YUPEKJECHHS B COOTBETCTBHH C JEHCTBYIOIMM 3aKOHOJATEIhCTBOM B 00IacTH
uHpopMariy, HHGOpPMATH3AIMH U 3al[UTHl HHPOPMALIHH, & TAKXXE JPYTHX HOPMATHUBHBIX aKTOB IO
HH(POPMAITHOHHON 0€30ITaCHOCTH, YTBEPXKACHHBIX OpraHaMK IoCyJapCTBEHHON BJIACTH.

[IpuHsaTeie Mepbl HHPOPMAIMOHHON OE30MaCHOCTH HE JOJDKHBI IPEMSITCTBOBATH JOCTYILY
MPaBOOXPAHUTEIHHBIX OPraHOB B IIPEIYCMOTPEHHBIX 3aKOHOJATENBCTBOM CIIy4asX K pecypcam
KOHKPETHBIX HH(POPMAIMOHHBIX cHCcTeM. Bee nosb3oBareny HHPOPMAMOHHBIX CHCTEM Y UPEXKICHHUS
JIOJKHBI MIMETH TIPEJICTaBIEHHE 00 OTBETCTBEHHOCTH 3a MPABOHAPYIIECHHUS B 00JIaCTH HH(POPMAIIHH.

5.2. CHCTEMHOCTb.

CHCTEeMHBIH MOAX0J K MOCTPOCHHUIO CHCTEMBI 3alUTHl HHPOPMAITUH B YUPEKJICHUU MPEIIIOIaraeT
y4eT BCEX B3aWMOCBS3aHHBIX, B3aUMOJEHCTBYIOIIMX M HM3MEHSIOIUXCS BO BPEMEHH DJJIEMEHTOB,
ycIIoBHA W (AaKTOPOB, 3HAUYMMBIX JUIS TOHMMAaHWS MW pelieHus npobieMbl obecriedyeHus
uHGpOpPMAIMOHHON Ge3omacHoCTH YupexxaeHus. [Ipu co3qaHuu CHCTEMBI 3alUThl YUUTHIBAIOTCS BCE
cabele ¥ HambOoJjee YA3BHMBbIE MeCTa HH(POPMAIIMOHHBIX CHCTEM YUpEXXJEHHUsS, a TaKXe XapakTep,
BO3MOXHBIE OOBEKTHI M HANpaBJICHHs arak Ha HeE CcO CTOPOHBI HapylHTeNeH, IyTH
HECAHKIIMOHUPOBAHHOTO AocTyna K mHpopMmarmu. CucreMa 3allMThl JOJDKHA CTPOUTHCS C Y4ETOM
BO3MOXXHOCTH TOSIBJICHHS TPHHIIMITHAIIEHO HOBBIX ITyTeH pean3amnuu yrpo3 6€30MacHOCTH.

5.3. KoMIUIEKCHOCTb.

KoMriiekcHOe HCHONB30BaHHE METOJOB M CPEACTB 3alUTHl  HMH(MOPMAIIMOHHBIX CHCTEM
MpeIoJIaraeT CorjJacoOBaHHOE MPUMEHEHHE POTPAMMHBIX M TEXHHUYECKHX CPEICTB MPH MOCTPOCHUH
IIEJIOCTHOM CHUCTEMBI 3allUTHI, IEPEKPHIBAIOIIEH BCe 3HAUMMBIE KaHANbl peai3alluy yrpo3. 3aluTa
JIOJDKHA CTPOHUTHCS OJIICIIOHHPOBAHO. BHEIIHAS 3alquTa JOJDKHA OOecrednBaThbes (PU3MUECKUMHU
CpeICTBaMHU, OPraHU3AIHOHHBIMH U IIPABOBEIMH MEPaMH.

5.4. HenpepbIBHOCTD 3aIlUTEHI.

Jns  obOecrieyeHwss  3TOrO  NPHHIMIIA  HEOOXOJUMa  IOCTOSHHAsS  OpraHH3aIl[HOHHAS
(amMuHHCTpaTHBHAs) MOANEPXKKa (CBOEBpEMEHHAss CMEHA W OOECIIeYeHHEe IMPABHILHOTO XPAHEHHS U
IIPUMEHEHHUs] MMEH, Tapolied, kmodei mmdpoBaHus, mepepacipeneiaeHne moHoMounii). [Topsmox
IIOJTyYEeHHS IOCTYIA K HHPOPMAIIMOHHBIM pecypcaM periiaMeHTHpyeTcs B IHCTpYKIMK MOJIb30BaTEelI,
OCYIIECTBIISIOIIEro 00paboTKy NePCOHANBHBIX JaHHBIX Ha 00bEKTaX BEIUHUCIHTEILHON TEXHUKH.

5.5. CBOEBpEMEHHOCTb.

[Ipennonaraetcs ynpexparomuii xapaktep Mep odbecrieueHuss HHPOPMAIIHOHHON 0€301MacHOCTH, TO
€CTh IIOCTAaHOBKA 3a/a4y 0 KOMIUIEKCHOM 3ammTe WHPOPMALMH WM peaju3amus Mep oOecrieueHHs
6e3omacHOCTH HH(GOpPMAIMK Ha PaHHUX CTAJUSAX Pa3pabOTKH HH(POPMAIMOHHBIX CHCTeM. PazpaboTka
CHCTEMBI 3alUTHl BEIETCS Napaule]bHO C pa3pabOTKON M pa3BUTHEM CaMOi IOJUICKAINCH 3aluTe
HH(}OPMAIMOHHOW CHCTEMBI.

5.6. [IpeeMCTBEHHOCTD U COBEPIIICHCTBOBAHHE.

IIpeamonaraeT NOCTOSHHOE COBEPIICHCTBOBAHUE MEP M CPEACTB 3AIUTHI HHPOPMAI[HH Ha OCHOBE
IIPEEMCTBEHHOCTH OPraHM3ALMOHHBIX M TEXHHYECKHUX peIIeHUH, KaJapOBOrO COCTaBa, aHAaJIH3a
(GyHKIIMOHHpPOBaHHUS UH(GOPMAIMOHHBIX CHCTEM Y UPEKICHHSA W CHCTEM HH()OPMAIIHOHHOMN 3aIlUTEI C
YYETOM M3MEHEHHH B METOJAX M CPEe/CTBaX IepexBaTra WH(OpMaluH, HOPMATHBHBIX TPpeOOBaHHH 110
3allUTe, JOCTHTHYTOIO OTEUYECTBEHHOTO U 3apy0eKHOr0 OIBITA B STOM 00JIACTH.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTb.

IIpennonaraer BO3JI0XKEHHE OTBETCTBEHHOCTH 3a obecreueHrne HH(POPMAIMOHHON Ge30MacHOCTH
Ha KaXJ0ro paboTHHMKa B IpefeNax €ero IIOJHOMOYMi. B COOTBETCTBHH C 3THM INPHUHIIMIIOM
pacmnpeziesieHue IpaB U 00s3aHHOCTEH pabOTHUKOB CTPOUTCS TaKMM 00pa3oM, YTOOBI B CIIydae JIFo00ro
HapyIIeHUs! KPYT BUHOBHHKOB OBLI YETKO U3BECTEH WUJIM CBEACH K MUHUMYMY.

5.8. MuHEMH3aMs TOJIHOMOYHIA,

IIpeanonaraetr npeocTaBIeHHE OJIB30BATENSIM MUHHMAIBHBIX IPaB IOCTYIIA B COOTBETCTBHH CO

ciyxebHol HeoOxomumocThio. JlocTym K HHGOPMAIUH JOJDKEH IIPENOCTABIATECS TOJILKO B TOM



ciydae u 00BEME, €cCli 3T0 HEoO0XOAMMO paOOTHUKY [UIS BBHINOJHEHUS €ro JAOJDKHOCTHEBIX
o0s13aHHOCTEH.

5.9. 'mbxocTh cucTeMbl HHPOPMAITHOHHOM 0€30IIaCHOCTH.

IIpenmonaraer CIOCOOHOCTh CHUCTEMBI HH(GOPMAIMOHHON OE€30MAaCHOCTH pearupoBaTh Ha
HM3MEHEHHMs BHEIIHEH CPEIbl U yCIOBUI OCYIIECTBICHUS Y UpEeKICHUEM CBOEH JesITeIbHOCTH. B uuncio
TaKMX U3MEHEHUH BXOIAT:

- I3MEHEHHs OPraHU3alMOHHOM U IITaTHON CTPYKTYPBI Y UPEIKICHUS,
- U3MEHEHHE CYIIECTBYIONIMX WM BHEIPEHNUE MPUHIUIINATIHFHO HOBBIX HHPOPMAIIMOHHBIX CHCTEM;
- BBO/JI B KCIUIyaTalMIO HOBBIX TEXHUYECKUX CPEICTB.

5.10. IlpocToTa mpuMeHEHUs CPECTB 3aIIUTEI.

Mexanu3Mbl U METOJbl CHCTEMBI 3aIUTHl MHGOpPMAIMHM JOJDKHBI OBITH TOHSTHBEI M IIPOCTHI B
UCIIOIB30BaHMU. IIpuMEHEHNEe CPeACTB M METOIOB 3all[MTHl HE CBS3aHO CO 3HAHHEM CIIEIHANIBHBIX
A3BIKOB MJIM C BBINOJIHEHHUEM ACHCTBHUH, TpeOyIOMUX 3HAYUTENBHBIX JOMOJHUTENBHBIX TPyI03arpar
Ipu OOBIYHOM paboTe 3apernCTpUpPOBAHHBIX IOJIb30BATENEH, a TaKKe He TPeOyeT OT IOJIb30BaTelIs
BBIIIOJIHEHHS MAJIOIIOHATHBIX €My OII€paIiyi.

5.11. O60CHOBaHHOCTD ¥ TEXHUYECKAS PEaIi3yeMOCTb.

Ilpeamonaraer, 4ro MHGOPMAIIMOHHbIE TEXHOJOTMH, TEXHHYECKHE M IPOrpaMMHBIE CPEICTBA,
CpeACTBa M Mephl 3alUThl MHGOpPMAIMK PEATU3YIOTCS Ha COBPEMEHHOM TEXHHYECKOM YPOBHE H
000CHOBaHBI IUIS JOCTHXKEHUS 3aJaHHOTO YpPOBHS 0€301MacHOCTH MH(POPMAIMU M SKOHOMHUYECKOM
1[e1eCO00pa3HOCTH, a TaKXe COOTBETCTBYIOT YCTAaHOBJICHHBIM HOpMaM ¥ TpeOOBaHHSM 11O
6e3omacHOCTH HH(pOpPMAIIHH.

5.12. Cnennanmu3anus ¥ mpohecCHoHAIN3M.

IIpennonaraer mpuBiedYeHHEe K pa3pabOTKe CPEACTB U peald3aldyd MEp 3aIlUThl WHPOpMAUU
CHeIUaIM3UpOBaHHBIX OpraHMU3aIMii, HanboJiee MOTOTOBICHHBIX K KOHKPETHOMY BUIY JA€SATEIHHOCTH
1o obecreueHuIo 6€30MacHOCTH HHPOPMAIMOHHBIX PECYPCOB, HMEIOIIMX OTBIT IPAKTHIECKOH paboThI
U TOCYyJapCTBEHHYIO JIMIIEH3MIO Ha IIpaBO OKa3aHUs YycIyr B 3ToH obnactu. Peanusanus
aJMUHUCTPATUBHBIX MEpP M OSKCIUTyaTallWs CPEICTB 3alIUTHl OCYHIECTBISETCS MPO(ecCHOHAIBHO
MIOATOTOBJICHHBIMYU CHENUATUCTaMU 3aIIUTHI HHPOpMAUK Y UpexACHUS.

5.13. O6s13aTeNbHOCTD KOHTPOJISL.

Ilpenmnonaraer 0053aTe€IbHOCTE W CBOEBPEMEHHOCTh BBIIBICHUS U IIPECEUEHUs IOMBITOK
HapyLICHHs YCTaHOBIICHHBIX IIpaBUII obecredeHus 0e30macHoCcTH HHpOopMaIuy.

KoHTpons 3a JesATENBHOCTHIO JIIOOOTrO IOJIB30BATeNs, KaXIOr0 CpEeACTBA 3allUThl M B
OTHOIIEHUH JIHOOOro o0OBeKTa 3alUTHl OCYIIECTBIIIETCS Ha OCHOBE IIPUMEHEHHUS CpEICTB
ONIEpAaTUBHOTO  KOHTPOJS M  perucTpal U  OXBAaThIBaeT  CAHKIMOHUPOBAHHBIE U
HECAHKI[MOHUPOBAHHBIE JEHCTBHS TOJb30Bareneil. BrliBieHHble paboTHUKaMK — YUpexIeHHUs
HEJIOCTAaTKA CHCTEMBI 3aIlUThl HMHGOpMAIMM JOBOAATCA [0 CBEACHHUS HEMOCPEACTBEHHOI'O
pykoBoauTelisa. O CyIEeCTBEHHBIX HEIOCTATKaX COOOMIAETCsl PyKOBOAUTENIO Y UPEXKICHHS.

VI. Mepsl, MeTOabI U cpeaAcTBa obecnieyeHus HHGpopMannoHHOI 0€301aCHOCTH.

6.1. Meps1 obecrnieueHust nHGOpMaImOHHON 6€30IaCHOCTH.

6.1.1. 3akoHomaTenbHEIe (TIPaBOBBIE) Mephl oOecIedeH s] HHPOPMAIMOHHOH 6€30IacHOCTH K
IpaBOBBIM MepaMm obecrmedeHus HWHOGOPMAIMOHHOW O0€30IIaCHOCTH OTHOCATCS IEHCTBYIOIIHE B
Poccuiickoit Penmepaiiuu 3aKOHOAATENFHBIE M HHBIE HOPMATMBHBIE aKTHI, PETJIaMEHTHPYIOIIUE
npasuia ofOpamienus ¢ HHbOpManMed, 3aKpelUIfIomue IIpaBa M O0S3aHHOCTH yYaCTHUKOB
uH(GOPMAIMOHHBIX OTHOIICHWH B Ipolecce €€ O00pabOTKM M HCIOJb30BaHHsA, a TaKke
yCTaHABIMBAIOIME OTBETCTBEHHOCTHh 3a HApyIUeHUs STUX NpaBHI. IIpaBoBble Mephl oOecledeHus
HH(POPMALMOHHOM G€30MaCHOCTH HOCAT YIPEKTAIOIHH, MPOoGHIAKTHYECKHH XapaKkTep M TpeOyroT
IIOCTOSHHOM pa3bACHATENBHON pabOTBI C IOJB30BATEILIMM M OOCIY)KHBAIOIIUM IE€PCOHATIOM
HH(GOPMAIIMOHHBIX CUCTEM Y UPEIKIACHHS.

6.1.2. TexHonoruyeckue Mepsl obecredeHuss HHGOPMAMOHHOW 6€30IIaCHOCTH K JaHHOMY
BUIy Mep obecredeHus HHGOpMannOHHON 6€30IaCHOCTH OTHOCATCSA TEXHOJIOTUYCCKUE PEUICHHs M
IpHeMbl, HaIpaBJIeHHBIE HA YMEHBIICHHE BO3MOXXHOCTH COBEpHICHHS pabOTHHKaMH OLIMOOK M
HapyIIeHU# B paMKaX MpeIOCTaBICHHBIX UM IIPaB U IIOJIHOMOYHIA.



6.1.3. OpraHu3anuoHHble (aIMHHUCTPATHBHBIE) MepHl obecmedeHuss HHGOPMAITHOHHON
6e30MmacHOCTH.

Opranu3anroHHble (aIMHHHCTPATUBHEIE) Mephl obecriedeHuss MHPOpMaIMOHHOW 0€30MacHOCTH —
3TO  Mephl OPraHHU3alHOHHOTO XapakKTepa, perIAMEHTHPYIOIHE IpoIrecchl (YHKIMOHUPOBAHUS
cucTteMbl 00pabOTKHM JaHHBIX, MCIIOJIB30BaHHE €€ pecypcoB, MHCATENBHOCTH OOCIIY)KHBAIOIIETO
MepCoHaja, a TakXKe MOPSIOK B3aMMOJEHCTBHS MOJIb30BaTENIeH C CHCTEMOM TakuM 00pa3oM, YTOOHI B
HauOOJIbIIeH CTETeHU 3aTPYJHHUTH MWJIM HCKIIIOYMTH BO3MOXXHOCTH peayd3allii yrpo3 0e30MmacHOCTH
WIN CHU3UTH pa3Mep MOTeph B ciiydae WX peanusanui. OpraHu3arioOHHBIMHU (aIMUHHACTPATUBHBIMH)
Mepamu obecrieueHUs HHHOPMAIMOHHOM O€30ITaCHOCTH SIBJISIFOTCS:

- periaMeHTAaIHs JOCTyIa B 3JaHue Y UpeKACHHUS;
- periaMeHTaIus Jonycka pabOTHHKOB K HCIIOIH30BaHHUIO HHPOPMAITHOHHBIX PECYPCOB;
- aHayU3 TpeOOBaHMI K 3JIEMEHTaM CHCTEMBI Ha OCHOBE 3asBOK IIOJIb30BaTeNIell Ha 00CTy>XHUBaHUE U
MOU(HUKALUIO aNlapaTHBIX ¥ IPOrPaMMHBIX PECYPCOB;
- obecrmeueHue M KOHTPOJIb (HHU3UUECKOM IIEJIOCTHOCTH (HEH3MEHHOCTH KOHQPUIypaluH) CpPeaCTB
BBIYHCIIUTEIBHOM TEXHUKH;
- oOy4JeHue 1ob30BaTeielt; AeITeNbHOCT 110 o0ecneueHno HHPOPMAaIHOHHOM 6€3011acHOCTH;

ycioBuss  00paboTku  HMHGOPMAIMOHHBIX  PEeCypcoB  KOH(MHIEHIHAIBHOIO  XapakTepa,
OTBETCTBEHHOCTh 3a HapYyIIEHHWs YCTAHOBJICHHOIO TMOpsAKa IOJIb30BaHUS HH(GOPMAIMOHHBIMU
pecypcamu YUpexJIeHusI.

6.1.4. ®uznyeckue Mepbl obecnieueHUss HHPOPMAITHOHHOM 6€3011acHOCTH.

Ousnyeckue Mepsl obecredeHUss HHOOPMAMOHHOW 0€30MacCHOCTH OCHOBAaHBI HA NPUMEHEHHH
MEXaHWYeCKHX, JJEKTPOHHBIX WJIH  D3JEKTPOHHO-MEXaHWYEeCKHX  YCTPONCTB,  CIeHHaIbHO
IpeJHa3HAYEeHHBIX IS CO3MaHUsl (PU3HYECKUX MPENSITCTBHI Ha BO3MOXKHBIX ITyTSX MPOHUKHOBEHHUS H
JIOCTyna TOTEHIIUATbHBIX HapyIIuTeNed K dJeMeHTaM HWH(OPMAIMOHHBIX CHUCTEM M 3allUIaeMoi
HH(pOpMAITHH.

6.1.5. TexHuyeckue Mepbl oOecieueHuss HHGHOPMAITHOHHOM 6€30ITaCHOCTH.

Texnuueckue (ammapaTHO-IPOrpaMMHBIE) MEphl oOecrneueHHs HH(OPMAIMOHHOW O0e30macHOCTH
OCHOBaHbI Ha HCIIOJIb30BAHUH 3JIEKTPOHHBIX YCTPONUCTB M CIENHAIBHBIX IPOrpaMM M BBHIIOTHSIOIIMX
(caMOCTOSTENTFHO WM B KOMIUIEKCE C JIPYTHMMH CpeacTBamMu) (QYHKIMH 3aIMUTHl (MACHTHQHUKAIMIO U
ayTeHTH(UKAITUIO IOJIb30BaTelIel, pa3rpaHHYeHHe IOCTylma K pecypcaM, perncTpaIuio COOBITHH,
KpunTorpapudeckoe 3aKpbITHe HHGOpMAIUHN).

VII. OcobennocTu 00paboTku HH(POPMALMH, COIePKALIEH epCcoOHATbHbIE JaHHbIE.

7.1. Bce mepcoHanpHBIE JaHHBIE CyOBEKTa YUpeXJCHHsS CleAyeT MOJydaTh y HEro caMoro
(mns obyyaromuxcs YUpexIeHHs OT pOJUTENCH — 3aKOHHBIX TpeacTaBuTeneii). Eciu nepcoHanbHbIe
JAHHBIE BO3MOXXHO IIOJNYYHTH TOJBKO y TpPEThEHl CTOPOHBI, TO CYOBEKT IEepCOHAIBHBIX JAHHBIX
JIoJDKeH OBITh YBeJOMJIEH 00 3TOM 3apaHee W OT HEero JOJKHO OBITh IOJIy4eHO MHUCHbMEHHOE COTJIacue.

JlomxHOCTHOE JTUI0 YUpexXICHHS TOJDKHO COOOIIUTh CYOBEKTY IePCOHANBHBIX TJAHHBIX O IENSX,
IIpeAIoIaraeMbIX HICTOYHUKAX U CIIOCO0aX MOy4EeHHUs IEPCOHATBHBIX JaHHBIX, a TAKXKE 0 XapakTepe
noanexamux noxydenuro [1]] u nocneacTBusx oTkasa gaTh MUCHEMEHHOE COTJIAaCHE Ha UX IOJTydeHHeE.
7.2. YupexneHue He HMeeT TIpaBa ImoJydaTb W 00pabaTbiBaTh JaHHBIE CYOBEKTa

MIEPCOHATBHBIX JAaHHBIX O €ro pacoBOM, HAIMOHAIBHOUM MPHUHAIICKHOCTH, MOJUTHYECKUX B3IJIANIAX,
PETUTHO3HBIX WIH (HIOCOPCKUX YOSKICHHUSIX, COCTOSHHH 3J0pOBBS, YaCTHOM XH3HH. B ciaydJasx,
HEIIOCPEACTBEHHO CBS3aHHBIX C BONPOCAaMHM TPYJIOBBIX OTHOINEHHI, B COOTBETCTBHH CO CT. 24
Konctutynuu Poccuiickoit denepanuu pabotomarens BOpaBe MojydaTs U oOpabaThiBaTh JaHHBIE O
YaCTHOM XHU3HU pabOTHHKA TOJIBKO C €r0 MHUCEMEHHOTO COTJIACHSL.

7.3. CyObBeKT TmNepCOHANBHBIX JIaHHBIX CaMOCTOSITEIbHO IPUHMMAET pEeIIeHHe o
IIPEIOCTaBJIEHUH CBOMX MEPCOHATIBHBIX JAHHBIX U Ja&T coryiacue Ha ux o0paboTky.

7.4. O6paboTka yKa3aHHBIX HTAHHBIX BO3MOXXHa 0€3 ero corjiaCHs B COOTBETCTBHH CO CT.6
®enepanbHbM 3ak0HOM OT 27.07.2006 Nel52 «O nmepcoHanbHBIX JaHHBIX .

7.5. Cornacue Ha 00pabOTKY MEPCOHATBHBIX JAaHHBIX O(GOPMIISETCS B MICHMEHHOM BHUJIE.

7.6. IlucekmeHHOE coryacue Ha 00paboOTKy CBOMX IMEPCOHAIBHBIX JAaHHBIX JOJDKHO BKJIIOYATh B
cebst:



- (hamMuIHIO, UM, OTYECTBO, a/pec CyOBEKTa NEPCOHAIBHBIX JAaHHBIX, HOMEP OCHOBHOIO JOKYMEHTA,
YAOCTOBEPSIOIIEIO €r0 JIMYHOCTh, CBEACHHUS O J1aTe BBIJAud YKa3aHHOTO JOKYMEHTA M BBIJABIIEM €0
opraie; HauMeHOBaHHE ((haMHIHIO, UM, OTYECTBO) H aJpec OIeparopa, IOJIyYaroIlero COorjlache
CyOBeKTa MEPCOHANBHBIX JaHHBIX; IIeJb 00pabOTKH MEPCOHANBHBIX TaHHBIX; IIEPEYECHD MIEPCOHABHEIX
JAHHBIX, Ha 0OpabOTKy KOTOPBIX IAeTCsl COorjlacHe CyObeKTa HEepCOHAIBHBIX [AHHBIX; IEpPEYCHb
JEHCTBHH ¢ NMEPCOHATBHBIX NaHHBIX Ha COBEpIIEHHME KOTOPHIX IAeTcs COIJIache, oOlllee OmMcaHHe
HUCIIOJIE3YyEMBIX OIIEPATOPOM CHOCOO0B 00pabOTKH NMEPCOHANBHBIX JAHHBIX; CPOK, B TEUCHHE KOTOPOIO
IEHCTBYET COIIache, a Takoke MOPSIOK ero OT3hIBa.

7.7. Cornacue Ha 0OpabOTKy MEPCOHAIBHBIX JAHHBIX  MOXET OBITh OTO3BAHO CYOBEKTOM
IEPCOHABHBIX JAHHBIX II0 MHCBMEHHOMY 3aIllpoCy Ha UM TUPEKTOpa Y UpexxaeHusl.

7.8. CyOBeKT nepCOHaNBbHBIX JAHHBIX HMEET IIPaBO Ha MOJIy4YeHHE CIeAYIOeH HHPOpMAIHH:
- CBEZICHHUS O JIUIaX, KOTOPBIE UMEIOT JOCTYII K NEPCOHAIBHBIM JAaHHBIM HJIH KOTOPHIM MOXET OBITH
IIPEIOCTAaBJIEH TaKOW JOCTyM; MepedyeHb o0padaThIBa€MBIX MEPCOHANBHBIX JAHHBIX H MCTOYHHK HX
IIOJIyYEeHHUsT; CPOKU 0OpabOTKU MEPCOHANBHBIX IaHHBIX, B TOM YHCJIE CPOKH UX XPaHCHHS,

- CBEJICHHS O TOM, KaKue IOpHAMYECKHE MOCIEACTBUS I CyOBhEeKTa MEPCOHAIBHBIX JAaHHBIX MOXKET
IIOBJIEYH 3a COO0M 00paboTKa ero NepCOHATBHBIX JaHHBIX.

7.9. CyObexT nepcoHaNIbHBIX AHHBIX BIpaBe TPeOOBaTh OT OMEpaTopa YTOYHEHHS CBOHX
IEPCOHANBHBIX JAHHBIX, UX OJIOKHPOBAHHUS WU YHUUYTOXXEHHUS B CIIydae, €CIIH MePCOHAIBHBIX JaHHBIX
SBISIIOTCSI HENOJNHBIMH,  YCTapeBIIMMH, HEOCTOBEPHBHIMH, HE3aKOHHO IIOJIyYeHHBIMH HWIH HE
SBIIIIOTCS. HEOOXOIUMBIMH JUIS 3asABJICHHOMU eI 00pabOTKH.

7.10. CBenmeHusi O NEpPCOHAIBHBIX JAHHBIX JIOJDKHBI OBITH IIPEIOCTaBJICHBI CYOBEKTY
IIEPCOHATBHBIX JaHHBIX OIEpPaTOpOM B JIOCTYNHOH (opMe, M B HHUX HE JOJDKHBI COIEPIKATHCS B
IEPCOHATBHBIX JAHHBIX, OTHOCSINUECS K IPYTUM CYOBEKTaM IePCOHAIBHBIX TaHHBIX.

7.11. JlocTynn X CBOMM INE€pPCOHAJIBHBIM JAHHBIM IMPEHOCTABIACTCS CYOBEKTY MEPCOHATBHBIX
JAaHHBIX WM €ro 3aKOHHOMY IIPEACTAaBUTEIIO ONEepaTOpPOM IpH IMOJXYYSHHH IMHCBEMEHHOTO 3ampoca
CyObeKTa MepCOHAIBHBIX JAHHBIX HJIM €ro 3aKOHHOTO IpencTaBUTeNs. IIMCEMEHHBIN 3ampoc T0JDKEeH
OBITH afpecoBaH Ha UM JUPEKTOpa Y UPEXACHUS WIH YIIOJTHOMOYEHHOTO PyKOBOJUTEIIEM JIUIIO.

7.12. CyObexT B mpaBe 00kajloBaTh B YIIOJIHOMOYEHHBIA OpraH IO 3allluTe IpaB CyObEKTOB
NEpPCOHANBHBIX NTaHHBIX MJIHM B CyleOHOM MOpsJKE HElpaBOMEpHBIE NCHCTBUS WM Oe3neiicTBHs
NEPCOHATBHBIX JAaHHBIX  JOJDKHOCTHBIX JIMII YUpeXIeHHsS Ipu oO0paboTKe U 3aIlUTe ero
HEPCOHANBHBIX JAHHBIX.

VIII. O6s3aHHOCTH B IPABa JOKHOCTHBIX JIHII.

8.1. pykoBoauTenb YUpeXACHHS OpraHu3yeT paboTy IO MOCTPOEHHIO CHCTEMBI 3alllUTHI
nHpOpMaMOHHOM cUcTeMBI. B yacTHOCTH:
- Ha3HAYaeT OTBETCTBEHHOI'O 3a OpraHU3al{IO0 3allUThl HHQOpPMAIMM W3 YHCIA COTPYIHHKOB
YupexeHus;
- YIBEPXKAAET KPYT JIMII, IMEIOIIUX JOCTYII K 3alUIacMoi HHGopManyu U IOPsIOK UX PabOTHI;
- YTBEpXIAeT KOMIUIEKT JOKYMEHTOB, ONpPEACIIONMX IOJIMTHKY B OTHOIIEHHH  3alIMTHI
uHGOpPMAIlMH B YUYPEXKICHHWH, a TakXKe JIOKaIbHbIE aKThl, YCTAHABJIMBAIOIIUX IPOIELYPEI,
HanpaBJICHHbIE Ha IPEJ0TBPAICHHE U BRIIBICHUE HapyIIeHUH 3akoHoAaTenscTBa PO.

8.2. OTBETCTBEHHBIH 3a 3aIUTY HHPOpMAIUH:
- paspabaThIBacT OpPraHU3AIMOHHO-PACIOPSOUTENbHBIE JOKYMEHTBI IO BOIPOCAM AT
uHpOpMAaIHK IpH €€ 00paboTKe ¢ HOMOIIHIO HHPOPMAIIMOHHON CHCTEMEI,
- KOHTPOJIMPYET MCIOJHEHHE MPUKA30B M PACIOPSIKEHUH BBINIECTOSIIMX OPTaHHU3alMi 10 BONPOCaM
obecneueHus 6e30MacHOCTH UH(POPMAITHIH;
- oGecIieunBaeT 3aluTy HHPOPMAIIHH, IUPKYIUPYIONIel Ha 00beKkTaX HHYOpMATH3aIHH;
- NPOBOJUT CHCTEMATHYECKHH KOHTPOJb PabOTHI CHCTEM 3alUTHI MH(OpPMAlUM, IPHMEHAEMBIX B
HH(QOPMAMOHHON CHCTEMe, a TakXKe 3a BHINOJHEHHEM KOMILIEKCA OPraHM3allHOHHBIX MEPOMPUATHH
110 0OecIeueHHIO 6€30IacHOCTH HHOPMAIIH;
- IPOBOIUT HHCTPYKTAX HOJIb30BaTeed HHYOPMAIIMOHHON CHCTEMBI,
- KOHTPOJHUPYET BBIIOJHEHHE aJIMHHHCTPATOPOM HHGOPMAIMOHHOM CHCTEMBI O0S3aHHOCTEH IO
obecnedeHHI0 (QYHKIMOHMPOBAHUS CHCTEM 3alUTHl HMHQOpMaluu (HACTPOHKA U COIPOBOXKICHHE



MTOJICUCTEMBI YIPaBJICHHUS JOCTYIOM IOJH30BaTelNlss K 3alluiacMbiM HH(QOPMAIMOHHBIM pecypcaMm
uHGOPMAIIMOHHON CUCTEMBI, aHTUBHPYCHAsS 3aIlUTa, Pe3epBHOE KOIMPOBAHNE JaHHBIX U T.1.);
- KOHTDPOJHUpPYET TMOPSIIOK yu&Ta W XpaHEHHS MAIIWHHBIX HOCHTENel KOHQUICHIIUATbHON
nHpopManuw;
- ydacTByeT B paboTax II0 BHECEHHIO H3MEHEHHil B alllapaTHO-IPOrpaMMHYIO KOH(UTypamuio
HH(OPMAIMOHHON CUCTEMBI;
- ompeleNnseT MOPSIO0K W OCYIIECTBISET KOHTPOJIb PEMOHTa CPEICTB BBIYMCIIMTENILHOW TEXHUKH,
BXOJIAINUX B COCTaB HHPOPMAIMOHHON CHCTEMEI;
- IPUHUMAET MEpPHI 110 ONEPATHBHOMY W3MEHEHHWIO MapoJied NpH YBOJIHHEHHHM WM MEPEMEIICHUU
COTPYJIHUKOB, UMEBIINX JOIYCK K HH(POPMAIIOHHOM cCUCTEME;
- TpeOyeT yCTpaHEHUs BBIABICHHBIX HAPYIICHHUHA U HEJIOCTATKOB, JIAET 00A3aTeNIbHbIC IS UCIIOJTHEHUS
yKa3aHUs 110 BOIIpocaM oOecIieueHus MOJI0XKEHUH WHCTPYKIUI 10 3aluTe HHHOPMAIUH;
- TpeOyeT OT paOOTHUKOB IIpE/ICTABICHNS MUCbMEHHBIX OOBSICHEHUH MO akTaM HapyIIEeHUs pexuMa
KOHQHUICHITUATEHOCTH;
- B cJIy4yac BBIBIICEHUS IONBITOK HECAHKIIMOHHPOBAHHOTO JOCTYMa K WHGOPMAIMH WIH IONBITOK
XUIICHHS, KOMMPOBaHUS, MW3MEHEHMs, He3aMeUINTEeIFHO IPUHUMAEeT MeEphl IpecedyeHus u
JIOKJIaIbIBACT PYKOBOIUTENIO Y UpPEXKICHUS;
- 00 uMeromUXCs HENOCTaTKaX H BBIIBICHHBIX HApYIICHUSX TpeOOBaHWM HOPMATHBHBIX W
PYKOBOISIMMX JOKYMEHTOB MO 3amuTe HHPOpMaruu, a TakkKe B YCTAaHOBJICHHBIE CpPOKHU
IIOATOTABIMBAET HEOOXOMUMYIO OTYETHYIO JOKYMEHTAIMI0 O COCTOSHUM paboT mo 3alluTe
uHbOpMaIyH.

8.3. HecooTBeTcTBHE Mep YCTaHOBJIEHHBHIM TpeOOBaHWUSM WM HOpMaM II0 3alluTe
nHbOpMAaIHH, SIBIIETCS HApyIIEHUEM M BICUET aJIMUHUCTPATUBHOE HAaKa3aHHWE OTBETCTBEHHBIX JIMI B
COOTBETCTBHH C 3aKOHOIATEIIECTBOM PD.

IX. 3akarounTeabHBIE MO0 KEeHH.

9.1. IlonoxeHune BCTynaeT B CHIIy C MOMEHTA €T0 YTBEPXKICHUS.
9.2. llonoxeHue SBIAETCS JIOKAIBHBIM aKTOM 00pa3oBaTelbHOro YUpexJaeHus. BHeceHue
HM3MEHEHMH 1 JonoyHeHUH B [Tosi0)keHNE OCyIIECTBIISIETCS. B HOPSIKE €ro IPUHSITHSL.
9.3. Hacrosmee IlonoxeHue MoxkeT OBITh HM3MEHEHO (JIOMOJHEHO) JIOKAJIBHBIM aKTOM
00pa30BaTENLHOTO Y UpexKICHHS.






